MBVYK «Bsrckononsiackas I'LIBC»
LenTpanpHas ropojckasi OUOIHOTEKA

AEHb

UHTEPHETA

be3onacHocTh B HHTEpPHETE - 3TO
oveHb BaxHas TemMa. Ectb 10 ocHOB-
HBIX MPaBUJI, KOTOPbIE HY?KHO MOM-
HHUTb, YTOOBI 3AIIUTUTH ce0sl U CBOIO
JIMYHYI0 UHG$opManuIo.

1. Co3paBaiiTe CIOXXHBIE WU YHUKaJbHBIE
TAPOJIK [T BCEX CBOMX OHJIAIH aKKayHTOB.
Ucnonp3yiite komMOuWHammioo OykB, wudp,
CHUMBOJIOB U HE HCIIOJIb3YHTE OJUH U TOT e
MapoJb JUIsl BCEX aKKayHTOB.

2. BynbTe 0CTOPOKHBI IPU OTKPBITUU JJIEK-
TPOHHBIX MHCEM U CCBIJIOK OT HE3HAKOMBIX
ornpasureneil. PUIIMHTOBbIE COOOICHUS -
MUCbMa OT MOIIEHHHUKOB, KOTOpBIE Mpea-
CTaBISIOTCS cepBucaMu SIHIaeKkca, OGaHKaMu
U IpyrumMu OQUIHANBHBIMA OpTaHHU3aIHs-
Mu. OHH MOTYT BBITJISAETH HEMOMIETbHBI-
MH, HO COJiepXkaTb BPEJOHOCHBIE CCBUIKH
win BioxeHus. He oTkpwiBaiite Takue
CCBUIKM WJIN TIPUKPEIUICHHBIE (ailiibl, ecin
BbI HE YBEPEHBI B X MOIJIUHHOCTH.

3. PerymsapHO OOHOBISIHTE NPOTPaMMHOE
oOecrieyeHHe Ha CBOUX YCTpPOMCTBaX: OIe-
PAIMOHHBIC CHCTEMBI, Opay3epbl U aHTUBU-
pycHbie nporpaMmbl. OOHOBICHHS COAEP-
JKaT MCIPABIICHUS YSI3BUMOCTEH, YTO JenaeT
Ballle YCTPOWCTBO MEHEE YSI3BHMBIM JUISI
aTax.

4. Vcnonp3yliTe aHTUBUPYCHOE NPOTPAMM-
Hoe o0eclieueHue Ha BCEX CBOHUX YCTPOil-
CTBaX M CKaHUpPYHTE HMX Ha BO3MOXKHBIC
yrpo3sl. DTO ITOMOXKET 3aIIUTHTH Bac OT
BPEIOHOCHBIX ITPOTPAMM U BUPYCOB.

BE3OMNACHOIO

MBVYK «Bsitckononstackas I'LIBCy
IentpansHast ropoackast OnOIHOTEKA

AEHb
BE3O0MNACHOIO
UHTEPHETA

be3onacHoCTh B HHTEPHETE - ITO
o4eHb BaxHas TemMa. Ectb 10 ocHOB-
HBIX MPaBUJI, KOTOPbIe HYKHO TOM-
HHUTb, YTOOBI 3AIIUTHTH Ce0sl U CBOIO
JIMYHYI0 UHGOpMaLMIO.

1. Co3paBaiiTe CcIOXXHBIE M YHUKaJbHbIE
MapOJIH U BCEX CBOMX OHJIAMH aKKayHTOB.
Ucnonp3yiite komMOuWHammio OykB, mudp,
CHUMBOJIOB U HE HUCTIOJIb3YWUTE OJIMH U TOT XK€
MapoJb JJIs BCEX aKKayHTOB.

2. BynpTe OCTOPOKHBI IPU OTKPBITUU JJIEK-
TPOHHBIX THCEM U CCBUIOK OT HE3HAKOMBIX
otnpasuresieil. PUMMHTOBBIE COOOIIEHUS -
MUCbMa OT MOIIEHHUKOB, KOTOpBIE Mpea-
CTaBISAIOTCS cepBucamMu SIHnekca, 6aHKaMu
U APYrUMH OQHIHATGHBIMHA OpPTaHU3aIHSI-
Mu. OHM MOTYT BBITTISACTH HEHOCTbHBI-
MH, HO COJEpXkaTh BPENOHOCHBIE CCBUIKU
unu BroxeHus. He oTkpeiBaiite Takue
CCBUIKM WJIN TIPUKPEIUICHHBIE (ailiibl, ecnn
BbI HE YBEPEHBI B UX MOIUHHOCTH.

3. PerymspHO OOHOBIISIHTE NpOTrpaMMHOE
oOecricucHHe Ha CBOMX YCTpOMCTBaxX: ome-
PallMOHHBIC CHCTEMBI, Opay3epbl U aHTUBU-
pycHble mporpammbl. OOHOBJICHHUS COMEP-
JKaT MCIPABIICHUS YSI3BUMOCTEH, YTO JenaeT
Ballle YCTPOWCTBO MEHEE YSI3BHUMBIM JIsi
aTax.

4. Vcnonp3yiiTe aHTUBUPYCHOE INPOTrPaMM-
Hoe O0ecleueHue Ha BCEX CBOHUX YCTpOil-
CTBaX M CKaHUPYWHTE HMX Ha BO3MOIKHBIC
yrpo3sl. JTO TIOMOXKET 3aIIUTHTh Bac OT
BPEIOHOCHBIX NTPOTPAMM U BHPYCOB.

MBVYK «Bstckononsackas ['IIBCy»
IenTpanpHas ropojckasi OnOIHOTEKA

AEHb
BE3OMNACHOIO
UHTEPHETA

Be3omacHocTh B HHTEPHETE - 3TO
o4eHb BakHad TeMma. Ecth 10 ocHOB-
HBIX NIPaBUJI, KOTOPbIE HY:KHO MOM-
HHUTb, YTOOBI 3AlIIUTUTH Ce0s1 U CBOIO

JINYHYI0 HH(OpMALUIO.

1. CoznaBaiiTe CIOXHBIE M YHHKaJIbHBIE
MapoJIM JUIsl BCEX CBOMX OHJIAIH aKKayHTOB.
Hcnonb3yiite komOuHanuio OykB, uudp,
CHMBOJIOB U HE HCHOJIB3YITE OAUH U TOT XKe
HapoJib JUIsl BCEX aKKaYHTOB.

2. ByapTe OCTOPOXKHBI TIPU OTKPBITHH JJICK-
TPOHHBIX TIHCEM U CCHUIOK OT HE3HAKOMBIX
oTnpaButenei. UIMMHTOBBIE COOOIIEHUS -
MMChMa OT MOILEHHUKOB, KOTOpBIE Mpe.-
CTaBIIIIOTCS cepBucamMu SIHIekca, OaHKaMu
U APYrUMH O(PHIHMATGHBIMUA OpPTaHU3AIHSI-
MU. OHH MOTYT BBITJIIJIETh HENOJJENIbHbI-
MH, HO COJIEPKaTh BPEIOHOCHBIC CCBHUIKH
unu  BIOoXeHWs. He oTkpbIBaiiTe Takue
CCBUIKM WJIM TIPUKpPEIUICHHBIE (Qailibl, ecin
BBl HE YBEPEHBI B UX MOJJIMHHOCTH.

3. PerynsipHo oOHOBIsiiTE HpOrpaMMHOE
o0ecrieueHre Ha CBOMX YCTPOICTBax: ole-
pAaLOHHBIE CHUCTEMBI, Opay3ephl U aHTHBHU-
pycHble mporpammbl. OOGHOBJIEHHS conep-
JKAT MCIPABJICHHS YA3BUMOCTEH, YTO JenaeT
Ballle YCTPOWCTBO MEHEEe YS3BHUMBIM JUIs
aTax.

4. Vcrionp3yiiTe aHTUBHUPYCHOE IIPOTPaMM-
HOe oOecriedeHHe Ha BCEX CBOMX YCTPOM-
CTBaX M CKaHHUPYHTE HX Ha BO3MOXKHBIC
yIrpo3bl. OTO TMOMOXKET 3alUTUTh Bac OT
BPEIOHOCHBIX MMPOrpaMM U BUPYCOB.

MBVYK «Bsrckononsiackas I'LIBC»
LenTpanpHas ropojckasi OUOIHOTEKA

AEHb
BE3OIMNACHOIO
UHTEPHETA

be3onacHocTh B MHTEPHETE - 3TO
o4eHb BakHas TeMa. Ecth 10 ocHOB-
HBIX NPABUWJI, KOTOPbIE HY:KHO MOM-
HHUTb, YTOOBI 3AlIUTUTH Ce0s1 M CBOIO
JIMYHYI0 UH(opManuIo.

1. CoznaBaiiTe CIIOXXKHBIE ¥ YHUKaJIbHBIE
NapoJIv JUIsl BCEX CBOUX OHJIAMH aKKayHTOB.
Ucnonp3yiite komOuHauuio OykB, 1udp,
CHMBOJIOB U HE HCIOJIB3YITE OUH U TOT ke
[apoJib JUIsl BCEX aKKayHTOB.

2. BynpTe OCTOPOKHBI TIPH OTKPBITHH JICK-
TPOHHBIX TIHCEM M CCBUIOK OT HE3HAKOMBIX
oTnpaBuTeneld. OUITMHTOBBIE COOOIIECHUS -
NMMChbMa OT MOILEHHUKOB, KOTOpbIE Npen-
CTaBISIOTCS cepBHcaMu SIHIeKca, OaHKaMu
U APYTUMH OQUIIHATEHBIMUA OpPTaHU3AIHS-
mu. OHU MOTYT BBITJIAJIETh HENOJJENIbHBI-
MH, HO COJIEpPKaTh BPEIOHOCHBIE CCHUIKH
unu  BioxeHus. He oTkpbiBaiiTe Takue
CCBUIKH WM TIPUKpEIUICHHBIE (aiinbl, eciu
Bbl HE YBEPEHBI B UX [OJJIMHHOCTH.

3. PerynsipHo oOHOBIsiiTe TpOrpaMMHOE
obecricueHne Ha CBOMX YCTPOMCTBAxX: OIe-
palMOHHbBIE CUCTEMBI, Opay3epsl U aHTHUBU-
pycHble mporpammbl. OOHOBIEHHUS conep-
AT UCTIPABIICHUS YSI3BUMOCTEH, UTO [eslaeT
Ballle YCTPOMCTBO MeHee YSI3BHUMBIM IS
aTax.

4. Vcnonp3yiiTe aHTUBHUPYCHOE ITIPOTPaMM-
HOe oOecrieyeHNe Ha BCEX CBOMX YCTPOH-
CTBaX M CKAaHUPYHTE HMX Ha BO3MOXHBIC
yIrpo3bl. OTO HOMOXET 3alIUTUTh Bac OT
BPEIOHOCHBIX IPOrpaMM U BUPYCOB.



5. ByabTe OCTOpOKHBI IIPHU I10JIb30BAHUU
obmectBenabiMu Wi-Fi ceTsimu. Oun MoryT
OBITh YSI3BUMBI JJIS aTak.

6. He nenutech coeii mimyHo# nHpOpMaIy-
el, Takol Kak MapoJii, HOMEpa COLUAIBLHO-
IO CTPaxOBaHMs WIN OaHKOBCKHE NaHHBIC C
HE3HAKOMBIMU WJIM HEHAJC)KHBIMH HCTOY-
HHUKaMH.

7. BynpTe OCTOpOXHBI IIPU CKauMBAHWUU
(aiinoB u3 mHTEpHETa. YOEIUTECH, YTO BHI
3arpyxaeTe (aiisl TOJIBKO C MPOBEPEHHBIX
1 HaJEXKHBIX CaliTOB.

8. IlpoBepsiiiTe HACTPOWKH KOH(DUACHIIHU-
QIPHOCTH B CBOMX COLMAJBHBIX CETAX W
OHJIafH-aKKayHTaX, YTOOBl KOHTPOJHPO-
BaTh, Kakas HHPOpMaLHs TOCTYIHA APYTHM
JFOJISIM.

9. [Tlonp3yiiTech CUIBHBIMU  METOJAMU
ayTeHTH(UKAMK, TaKUMH Kak JByXdak-
TOpHAsI ayTCHTU(HUKAIHSA, TIe STO BO3MOXK-
HO. DTO J00aBJsIeT JOMOIHUTEIBHEBIN ypo-
BEHb 3aIUTHI IS BAIIMX aKKAYHTOB.

10. He noBepstiite Bcel nHPOpMAanH, KOTO-
pyro Bbl BUIUTE B uHTepHeTe. IIpoBepsiite
(axThl U UCTIONb3YHTE HA/IC)KHBIE UCTOUHH-
K1 MH(OPMALIH.

Kném Bac o anpecy:
HenTpanbHas ropojckas Oudiuoreka
yi. [lIkonbHast, 47
noneaeasHuK — msatauna ¢ 9-00 mo 18-00
cy66ota ¢ 10-00 go 16-00
BOCKPECEHbE — BBIXOJHOU JICHb
HEePBBIl YeTBEPT MECsIIa—CaHUTAPHBIA JCHb
ten. 8(83334) 7-45-56
CocTaBuTelNb U KOMITBIOTEPHAST BEPCTKA
M. lumutposa

Bsrckue Iomsasr 2024r.

5. ByabTe OCTOpOXHBI TpPHU MOJIL30BAHUU
obmectBeHHbIMU Wi-Fi cersimu. OHU MoryT
OBITh YA3BUMBI [UIS1 aTaK.

6. He nemutecs cBoei MTUUHON HH(pOpMAIIH-
eil, Takoif Kak IapoJk, HOMEpa COLUAIBHO-
IO CTPaXxOBaHUs WM OaHKOBCKHE JaHHBIE C
HE3HAKOMBIMH HWJIM HEHAJE)KHBIMH HCTOY-
HUKaMH.

7. Byapre OCTOpPOXHBI TPH CKAYMBAHHUU
¢aitnoB u3 uHTEpHETa. YOCAUTECH, UYTO BBHI
3arpyaete (aiyibl TOJBKO C MPOBEPEHHBIX
M HaJE>KHBIX CAalTOB.

8. TlpoBepsiiTe HaCTpOWKH KOH(PHICHIIH-
QIPHOCTH B CBOMX COIHMAIBHBIX CETAX W
OHJIaiiH-aKKayHTaX, YTOObl KOHTPOJIUPO-
BaTh, Kakas MH(GOPMAIHS JOCTYIHA APYTUM
JIOZSM.

9. [Tlonb3yiiTech CUJIBHBIMH  METOJAaMU
ayTeHTH(UKAIIUN, TaKUMH KakK IByX(ak-
TOpHAsl ayTCHTU(HKAIIHS, TI¢ ITO BO3MOXK-
HO. DTO N00aBIsET NOMOJHUTEIBHBIA ypO-
BEHD 3aIlIUTHI JIS BalllUX aKKayHTOB.

10. He noBepstiiTe Beelt nHpopmanny, KOTo-
pyro BBl BUauTe B uHTepHere. IIpoBepsiite
(axThl ¥ UCIIONB3YHTE HA/IC)KHBIE UCTOUYHH-
KM HHPOPMAaLUH.

Kném Bac o anpecy:
I{enTpanbHas TopoJicKas OnbImoTeKa
yi1. HlkonbHas, 47
noHenebHUK — raTauna ¢ 9-00 go 18-00
cy66ota ¢ 10-00 1o 16-00
BOCKPECEHbE — BBIXOJHOH JICHb
MIePBEIH YeTBEPT MecsIla—CaHUTAPHBIN JeHb
ten. 8(83334) 7-45-56
CocraBuUTENb U KOMIIbIOTEpHAst BEPCTKA
M. lumutpoBa

Barckue Iomsaer 2024r.

5. BynpTe OCTOPOXKHBI MPHU TOJIH30BAHUH
obmectBerHbiME Wi-Fi cetssmu. OHE MOTYT
OBITH YSI3BUMBI JUISl aTak.

6. He nenurech cBoeii TMYHOI MHpOpMAIH-
el, Takol KakK MapoJii, HOMEPA COLMAIBHO-
IO CTPaxOBaHMs WIN OaHKOBCKHE JaHHEIE C
HE3HAKOMBIMU WJIM HEHAJEC)KHBIMH HCTOY-
HHUKaMH.

7. Bynpre OCTOpOXHBI IPU CKauMBAHUU
(aiinoB U3 UHTEpHETa. YOEIUTECh, YTO BBI
3arpyxaere (aiiapl TOIBKO C MPOBEPEHHBIX
1 HAJICXKHBIX CaiiTOB.

8. IlpoBepsiiiTe HAacCTPOHKH KOH(DUAEHIIH-
QIPHOCTH B CBOMX COIMAJBHBIX CETAX M
OHJIAlH-aKKayHTaX, YTOOBl KOHTPOJHPO-
BaTh, Kakasi HHPOPMALUs JOCTYITHA APYTUM
JFOJISIM.

9. [Tlonp3yiiTech CUIBHBIMA METOJAMHU
ayTeHTU(UKAIMN, TaKUMH KakK JByX(ak-
TOpHAsI ayTCHTU(PHUKAIHSA, TIIe 3TO BO3MOXK-
HO. DTO 100aBIsIeT MOMOJHUTEIBHBIN ypo-
BEHB 3aIIUTHI JIJIsI BAIlIX aKKayHTOB.

10. He noBepsiifte Bcelt nHpopMamu, KOTO-
pyto Bbl BUauTe B uHTepHere. [Iposepsiite
(baxThl ¥ UCIIONb3YHTE HA/IC)KHBIE UCTOYHH-
K1 MH(OPMAILHH.

Kném Bac no anpecy:
LenTpanbHas ropojickas OubIroTeKa
yi1. HlkonbHas, 47
noHeAenbHuK — narauna ¢ 9-00 o 18-00
cy66ora ¢ 10-00 mo 16-00
BOCKPECEHbE — BBIXOJTHOH JICHBb
NIEPBBI YETBEPT MecsIla—CAHUTAPHBIN JICHb
ten. 8(83334) 7-45-56
CocraBUTeNb U KOMITBIOTEpHAs BEPCTKA
M. AumuTposa

Barckue Iomsaer 2024r.

5. Byabre OCTOpOXHBI HpU MOJIB30BAHUU
obmectBeHHbIMU Wi-Fi cersimu. Onu MoryT
OBITH YS3BUMBI JUIS ATaK.

6. He nemurecs cBoel THYHON WHpOpPMAILIH-
el, Takoi Kak MapoJid, HoMepa COLIUAIbHO-
IO CTPaxOBaHUsS MM OaHKOBCKUE AHHEBIC C
HE3HAKOMBIMH WM HEHAJEKHBIMH HCTOY-
HHUKaMH.

7. ByapTe OCTOPOXHBI TPU CKAYUBAHHU
¢aitnoB u3 uHTEpHETa. YOCAUTECH, YTO BBI
3arpyskaete (ailyibl TOJBKO C MPOBEPEHHBIX
M HaJSKHBIX CAalTOB.

8. TlpoBepsiiTe HacTpoWKH KOH(PHUICHIIH-
AIPHOCTH B CBOMX COLMAIBHBIX CETAX H
OHJIAMH-aKKayHTaX, dYTOOBl KOHTPOJIHPO-
BaTh, Kakas HHPOPMALUSI JOCTYIHA IPYTUM
JIFOZISIM.

9. Tlonw3yiiTecb CUIBHBIMH METOAAMHU
ayTeHTH(UKANK, TaKUMH Kak JAByX(ak-
TOpHAas ayTeHTH(UKAIUS, TJIe TO BO3MOXK-
HO. DTO 100aBIsSET NOMOJHUTEIBHBIA ypO-
BEHB 3aIIUTHI JJIs BalllUX aKKayHTOB.

10. He noBepsiite Bce nadopmannu, KoTo-
pyro BBl BUauTe B uHTepHeTe. [IpoBepsiite
(aKThl ¥ UCIOJB3YiTE Ha/Ie)KHBIE UCTOYHH-
KM HHQOPMALINH.

Kném Bac no anpecy:
LlenTpanpHas ropojackas Oubnmorexa
yi1. HlkonbHas, 47
noHeneIbHuK — rsarauia ¢ 9-00 go 18-00
cy66ota ¢ 10-00 o 16-00
BOCKPECEHbE — BBIXOJHOH JICHb
HEPBEI YeTBEPI Mecsla—CaHNTAPHBIN JJeHb
ten. 8(83334) 7-45-56
CocraBuTeNb 1 KOMIIBIOTEpHAs BEPCTKA
M. lumutpoBa

Bsarckue [Toasnaer 2024r.



